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V  1 


Identity  Th 
personal  info 
as  your: 


•  Name 

•  Address 

•  Social  Security  number 

•  Driver’s  license  number 

•  Bank  account  numbers 

•  Credit  card  numbers 


How  do  they  get  it? 

•  Steal  purses  or  wallets 

•  Go  through  your  mail 

•  Go  through  your  garbage 

•  Buy  or  steal  information  from  stores,  res¬ 
taurants,  hotels  or  banks 

•  Insecure  internet  sites 


What  can  they  do  with  it? 

•  Open  new  bank  or  credit  card  accounts  in 
your  name 

•  Obtain  car  or  home  loans 

•  Establish  phone  service 

•  Change  mailing  addresses  for  existing  ac¬ 
counts  and  use  them  without  your  knowl¬ 
edge 

•  Empty  your  bank  account 
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1 0  Ways  to  Prevent  Identity  Theft 


1 .  Burn  or  shred,  with  a  cross  shredder,  any 
mail  or  financial  papers  with  your  personal 
information  on  it.  Never  recycle  them. 

2.  Call  1 -888-50PT0UT  and  ask  to  stop  credit 
card  companies  from  sending  pre-approved 
credit  card  applications  to  your  house.  You 
can  choose  between  stopping  them  for  2 
years  of  permanently. 

3.  Ask  your  credit  card  firm  to  cease  delivery 
of  “convenience  checks.”  They  are  ticking 
identity  theft  time  bombs. 


7.  It’s  impossible  to  tell  what’s  real  and  what’s 
fake  online.  Just  delete  any  e-mail  that  asks 
for  personal  information. 

8.  Hang  up  on  telemarketers,  particularly 
ones  who  seem  to  be  fishing  for  personal 
information,  like  your  birthday. 

9.  Limitthenumberof  credit  cards  you  hold,  and 
religiously  inspect  your  financial  statements 
each  month.  Consumer  rights  quickly  fade 
over  time;  the  sooner  you  discover  an 
identity  theft  incident,  the  better. 


4.  Beginning  in  December  2004  (in  the  western 
USA  and  by  the  end  of  2005  for  the  rest  of 
the  USA),  you’re  entitled  to  one  free  credit 
report  each  year.  Get  it  as  soon  as  possible 
and  review  it  carefully. 

5.  Order  a  credit  report  a  month  or  more  before 
you  make  a  big  purchase  or  apply  for  credit, 
to  be  sure  there  are  no  surprises  in 
your  history.  Credit  reports  can 

be  ordered  from  the  three  major 
credit  reporting  agencies: 

Equifax:  1-800-685-1111 
Experian:  1-888-EXPERIAN 
(397-3742) 

Trans  Union:  1-800-916-8800 

6.  Question  companies  that  ask 
for  personal  information,  such 
as  your  phone  number  at  a 
checkout  line.  Do  not  provide 
any  personal  information. 


10.  Most  of  the  time,  you  can’t  prevent  an  ID  theft 
incident  from  occurring,  because  two-thirds 
of  the  time,  some  company  that  leaked  the 
data  is  to  blame.  So  be  prepared,  and  be 
organized.  Save  paper  bank  records  for  a 
year,  at  least.  You’ll  need  them  to  prove  your 
account  balance  in  the  event  of  an  ID  theft 
incident. 


Contact  the  nearest  ISP  Headquarters  or  call 
the  Safety  Education  Unit  at  (217)  524-2525 
for  more  information. 

Illinois  State  Police  District  Offices 

District  1  Sterling  815/632-4010 

3107  East  Lincolnway,  61081-1712 

District  2  Elgin  847/931  -2405 

777  South  State  Street,  60123-7689 
District  Chicago  847/294-4400 

9511  W.  Harrison  St.,  Des  Plaines,  60016-1562 
District  5  Lockport  815/726-6377 

16648  South  Broadway  Street,  60441-9546 
District  6  Pontiac  81 5/844-1 525 

Post  Office  Box  498,  61764-0498 
District  7  East  Moline  309/752-4915 

800  Hillcrest  Road,  61244-1161 
District  8  Metamora  309/383-2133 

1265  Lourdes  Road,  61548-9028 
District  9  Springfield  21 7/786-7107 

3780  East  Lake  Shore  Drive,  62707-981 1 
District  10  Pesotum  217/265-0050 

U.S.  45  South,  PO.  Box  110,61 863-01 1 0 
District  11  Collinsville  618/346-3990 

1100  Eastport  Plaza,  62234-6116 
District  1 2  Effingham  217/347-271 1 

401  Industrial  Avenue,  Suite  A.,  62401-2835 
District  13  DuQuoin  618/542-2171 

1391  South  Washington  St.,  62832-3841 
District  14  Macomb  309/833-4046 

1600  N.  Lafayette  Street,  61455-9194 
District  15  Downers  Grove  630/241-6800 

2700  Ogden  Avenue,  60515-1703 
District  1 6  Pecatonica  81 5/239-1 1 52 

16450  West  State  Road,  61063-9202 
District  1 7  LaSalle  81 5/224-1 1 71 

IL  Rt.  351  North,  61301-1047 
District  18  Litchfield  217/324-4900 

102  IL  Rt.  16,  62056-1574 

District  19  Carmi  618/382-4606 

919  IL  Highway  14,  62821-2309 

District  20  Pittsfield  21 7/285-2034 

Post  Office  Box  32,  62363-0032 

District  21  Ashkum  815/698-2395 

Post  Office  Box  147,  6091 1 

District  22  Ullin  61 8/845-3740 

1154  Shawnee  College  Road,  62992-2113 

TDD  800/^55-3323  Voice  217/782-1320 
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